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Abstract—Wireless Sensor Networks (WSNs) are
increasingly being deployed in a wide range of applications,
including environmental monitoring, smart healthcare,
industrial automation, and military surveillance. Despite their
versatility, WSNs are inherently prone to security threats due
to characteristics such as constrained energy resources, open
communication channels, and often remote or unattended
deployments. These vulnerabilities are especially critical at
the routing layer, where attacks such as Sybil, wormhole,
blackhole, and selective forwarding can significantly disrupt
network operations. To address these challenges, secure
routing protocols have been proposed to ensure data integrity,
confidentiality, and reliable packet delivery. This paper
presents a systematic literature review of secure routing
protocols in WSNs, conducted following the PRISMA 2020
guidelines. The review is guided by three central research
questions: (1) What are the main attacks in WSNs and the
methods/techniques used to mitigate these attacks? (2) What
secure routing protocols have been developed for Wireless
Sensor Networks, and what are their respective strengths,
weaknesses, and areas of application? (3) What strategies that
may influence the future design of secure routing protocols in
WSNs? A total of 40 peer reviewed publications from 2019
to 2025 were selected from reputable databases including
IEEE Xplore, SpringerLink, ScienceDirect, MDPI, Wiley
Online Library, and the ACM Digital Library. The analysis
reveals a range of attack mitigation strategies and secure
routing protocols such as SEARP, ITEERP, ESR, SeRINS,
and TASR. Each protocol offers different trade-offs in terms
of security robustness, energy consumption, scalability, and
adaptability. Furthermore, trends such as artificial
intelligence, edge computing, and lightweight cryptographic
methods are identified as key drivers for future protocol
development. This review looks at current research and
outlines areas for future exploration in secure WSN routing.

Index Terms—Ariadne, ESR, IASR, ITEERP, RLEACH,
SEAD, SEARP, SeRINS, SRP, Tinysec, Wireless sensor
Network (WSNs)
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I. INTRODUCTION

Wireless Sensor Networks (WSNs) have become a
foundational technology for a wide range of applications,
including environmental monitoring, smart agriculture,
healthcare, industrial automation, and military surveillance
[1], [2], [3]. These networks consist of distributed sensor
nodes that are typically small, low-powered, and
resource-constrained, designed to sense, process, and
transmit data to central locations or sink nodes. The inherent
characteristics of WSNs—namely their open communication
medium, decentralized control, and energy constraints—pose
unique security challenges. In particular, the routing
protocols that govern communication in WSNs are highly
susceptible to a variety of attacks that can compromise data
integrity, availability, and confidentiality [4].

The routing layer in WSNs is often targeted by adversaries
because it plays a critical role in ensuring the efficient and
accurate delivery of sensor data. Attacks such as wormhole,
Sybil, sinkhole, selective forwarding, and hello flood can
disrupt the normal operation of the network by dropping
packets, injecting false information, or rerouting traffic
through malicious nodes [5]. The consequences of such
attacks are severe in mission-critical applications like
battlefield surveillance or patient health monitoring, where
incorrect or delayed data can lead to dire outcomes.
Therefore, designing secure routing protocols that can detect
and mitigate these threats is essential for the reliability of
WSN deployments [6].

To address these vulnerabilities, researchers have
proposed a wide variety of secure routing protocols and
mitigation techniques. These range from cryptographic
solutions that ensure authentication and encryption to
trust-based models that evaluate the behavior of nodes over
time. Other approaches involve intrusion detection systems,
anomaly detection using machine learning, and more
recently, blockchain technologies for decentralized trust
management. However, each solution comes with trade-offs
related to energy consumption, computational overhead,
scalability, and ease of deployment. As WSNs are often
deployed in hostile or remote environments, these trade-offs
must be carefully balanced to maintain operational efficiency
without sacrificing security [7], [8].

While several surveys have been conducted in recent
years, many are either narrowly focused on specific attacks or
lack a systematic review methodology [6], [5] and [9] . A
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comprehensive, systematic literature review is needed to
critically analyze the current landscape of secure routing in
WSNs. Such a review not only synthesizes existing
knowledge but also provides a structured framework for
comparing the effectiveness, limitations, and applicability of
various protocols. Moreover, it can help identify research
gaps and highlight promising areas for future investigation,
especially as new technologies such as artificial intelligence
(Al), edge computing, and quantum cryptography begin to
influence the field.

This research seeks to address that requirement by
performing a systematic evaluation of secure routing
methods in wireless sensor networks (WSNs), adhering to the
2020 Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) standards. The study is organized
around three research questions that aim to identify primary
security threats in wireless sensor networks (WSNs),
evaluate current secure routing protocols, assess their
advantages and disadvantages, and investigate emerging
technologies poised to influence the future of secure routing
solutions. By doing so, the paper provides a current and
critical understanding of WSN security and lays the
groundwork for future advancements in this rapidly evolving
area of research.

II. RELATED WORK

In the last few years, a lot of studies have looked at the
security problems and routing methods in Wireless Sensor
Networks (WSNs). These reviews have contributed
significantly to understanding how various attacks can be
launched against sensor networks and how secure routing can
be implemented to counter them.

Alabady et al. [10] provided a broad classification of
security challenges in WSNs, categorizing them into
physical, link layer, network layer, and transport layer
threats. They offered detailed descriptions of popular routing
attacks such as wormbhole, blackhole, and Sybil attacks, and
discussed  general mitigation strategies including
cryptographic techniques, trust-based models, and intrusion
detection systems. However, their work, while extensive,
lacked depth in evaluating the performance and suitability of
specific secure routing protocols under different application
scenarios.

Khaled et al. [11] reviewed security challenges and
solutions in Wireless Sensor Networks. The goal of the
article was to present a thorough understanding of the
security issues in WSNs and offer potential fixes that could
be used to improve network security. The infrastructure and
classifications of WSNs, routing problems, and the
categorization of routing protocols in WSNs are all covered
in the study. The several kinds of assaults that WSNs are
susceptible to, the steps that may be taken to lessen these
attacks, and the trust and reputation management systems in
WSNs are then highlighted in this overview of security
challenges in WSNGs. Lastly, the most significant unresolved
problems and potential paths for WSN security are examined.
The paper systematically categorizes and discusses a wide
array of security threats affecting WSNs, including node
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compromise, eavesdropping, denial-of-service (DoS), and
routing attacks like sinkhole and Sybil attacks. This thorough
analysis provides readers with a clear understanding of the
multifaceted security challenges in WSNs. Although the
paper discusses a number of security measures, it does not
provide a thorough comparison of certain secure routing
systems. The findings' practical application would be
improved by thorough analyses of protocol performance
measures like energy consumption, latency, and scalability.

Similarly, Boudia and Feham [12] conducted a review
specifically focused on trust-based routing protocols. Their
analysis emphasized the importance of trust models in
detecting malicious behavior, particularly in decentralized
networks where centralized control is not feasible. One of the
key strengths of their study lies in its classification of trust
metrics—such as direct, indirect, and hybrid trust—which
can be used to inform secure routing decisions. Nevertheless,
the study did not consider recent innovations like
blockchain-based  trust ~management or  machine
learning-assisted routing, limiting its relevance to emerging
technological contexts.

Chen et al. [13]explored secure routing protocols in WSNs
from a cryptographic perspective. Their review categorized
routing solutions into symmetric key, public key, and hybrid
schemes. They highlighted protocols such as TinySec and
SPINS, which are optimized for energy efficiency and
lightweight operations. The major strength of this review is
its focus on the energy-security tradeoff, a crucial factor in
sensor node deployment. However, it lacked empirical
comparisons or a comprehensive evaluation of protocol
performance metrics such as latency, throughput, or
scalability in real-world scenarios.

In another study, Javed et al. [14] extended the scope by
evaluating both routing protocols and their associated
vulnerabilities. Their survey presented a taxonomy of routing
techniques including flat, hierarchical, and location-based
routing. While this taxonomy aids in understanding the
functional categorization of protocols, the review does not
systematically assess the security enhancements specific to
each category. Additionally, the authors acknowledged that
their survey lacked a standardized framework such as
PRISMA for systematic inclusion and exclusion of studies,
which may affect reproducibility and comprehensiveness.

Recent works have attempted to bridge the gap between
traditional ~ protocol  analysis and  future-oriented
technologies. For instance, Farooq et al. [15] proposed a
blockchain-enabled trust-based routing protocol and
discussed its potential in establishing decentralized,
tamper-proof security infrastructures. Similarly, Gupta and
Singh [16]reviewed the integration of machine learning (ML)
in secure routing, noting how predictive models can enhance
anomaly detection and adapt routing paths dynamically.
These contributions mark a shift towards intelligent and
autonomous security models; however, they also raise new
concerns related to computational overhead and energy
consumption, which are often underexplored in literature.

The lack of a systematic and replicable methodology for
the selection and analysis of literature is a major limitation
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across many of the reviewed studies, despite these valuable
contributions. Most of these studies do not follow systematic
review standards like PRISMA, which could lead to biases in
the inclusion of studies. Additionally, few works holistically
address the intersection of attack mitigation, protocol
effectiveness, and future trends like Al, edge computing, and
quantum cryptography. This paper attempts to fill these gaps
by using PRISMA guidelines to analyze secure routing
protocols and current WSN security practices to provide a
comprehensive picture of the state and direction of the field.

III. RESEARCH METHOD

The 2020 PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) guidelines are
followed in this study to ensure a transparent, reproducible,
and systematic literature review on secure routing protocols
and current security mechanisms in Wireless Sensor
Networks (WSNs). The researcher used these standards
because they provide a structured framework to
systematically identify, assess, and synthesize studies,
ensuring comprehensive and unbiased coverage of relevant
literature, and because they enforce transparent reporting of
how studies are selected, screened, and synthesized, making
it easier for others to replicate the review or build upon it
[17], [18]. Finally, adhering to PRISMA gives your work
more academic rigor and reputation, which increases its
publishing ability and reliability in the eyes of the research
community. For a given subject, topic area, or phenomenon
of interest, a scientific literature review finds, assesses, and
interprets pertinent research. Because it focuses on
systematic literature reviews, which are regarded as
secondary research, this study is categorized as a tertiary
literature review. Figure 1 shows the four Phases in this
guideline.

A. Identification

Step 1: Define the Research Questions

This literature review aims to acquire and evaluate the
comprehensive knowledge of secure routing methods in
wireless sensor networks (WSNs). By synthesizing existing
research, we aim to establish a foundation for future
inquiries, provide insights for practitioners to enhance WSN
implementations, and inform policymakers of the problems
and advancements in this vital aspect of wireless sensor
networks. This study enhances the efficiency and security of
Wireless Sensor Networks (WSNs), facilitating their further
expansion and innovation across several application fields.
The study poses numerous research inquiries to provoke
conversation. This review is organized around three main
research questions:

What are the main attacks in WSNs
methods/techniques used to mitigate these attacks?

What secure routing protocols have been developed for
Wireless Sensor Networks, and what are their respective
strengths, weaknesses, and areas of application?

What strategies that may influence the future design of
secure routing protocols in WSNs?

and the

doi: 10.32622/ijrat.133202511

Step 2: Develop a Protocol

This step involves designing a clear and structured review
protocol. The protocol defines the research questions, target

keywords (e.g., "secure routing in WSN", "WSN security
attacks", '"intrusion detection in WSN"), inclusion and
exclusion criteria (such as focusing on papers from 2019 to
2025), and the databases to be searched like IEEE Xplore,
SpringerLink, ScienceDirect (Elsevier), MDPI, Wiley Online
Library, and ACM. This structured plan helps guide the
review process and ensures consistency and objectivity in
selecting and analyzing studies. To ensure the relevance and
quality of the studies included in the review, the following
inclusion and exclusion criteria were defined:

Inclusion Criteria:

Peer-reviewed journal and conference articles published
between January 2019 and May 2025.

Studies focusing on secure routing protocols in WSNs,
including trust-based, cryptographic, ML-based, or
blockchain-based approaches.

Articles addressing attacks and mitigation strategies in the
context of WSNss.

Studies written in English.

Exclusion Criteria:

Studies not focused on WSNs (e.g., general [oT, MANETSs
without WSN context).

Articles not addressing security or routing (e.g., solely on
energy efficiency or MAC protocols).

Duplicates, editorials, prefaces,
non-peer-reviewed sources.

Step 3:Search for Studies

A thorough and systematic literature search is performed
across selected academic databases to gather relevant articles
on secure routing protocols and security mechanisms in
WSNs. The search uses predefined keywords and Boolean
combinations such as ("WSN" AND "secure routing") OR
("wireless sensor network" AND "security attacks"). This
ensures the identification of a wide range of recent and
high-quality research papers that contribute to understanding
how security threats in WSNs are addressed through routing
protocols and other defense techniques. A table has been
generated for the years 2019-2025, displaying the academic
databases from which papers were reviewed, as well as the
quantity of journal papers studied. Table 1 displays papers
picked from each academic database.

theses, and

TABLE 1: LIST OF JOURNAL PAPERS COLLECTED FROM MAJOR ACADEMIC
DATABASES.

Academic Databases No of Journal Papers Reviewed

ScienceDirect (Elsevier) 50
IEEE Xplore 45
ACM Digital library 30
SpringerLink 20
Wiley Online Library 20
MDPI 15
arXiv. 20
Total 200
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Phases in SLR Steps of conducting SLR
1. Step 1: Define the Research Question
2. Step 2: Develop a Protocol
Identification > 3. Step 3: Search for Studies
4. Step 4: Remove Duplicates
Screening 5. Step 5: Screen Titles and Abstracts
6. Step 6: Full-Text Assessment
7. Step 7: Select Studies
Eligibility 8. Step 8: Data Extraction
9. Step 9: Assess Risk of Bias
10. Step 10: Data Synthesis & Analysis
Synthesis 11. Step 11: Assess Certainty of Evidence
12. Step 12: Report Results

Fig 1: The Phases of PRISMA Guidelines

B. Screening

Step 4 Remove Duplicates

After collecting research articles from multiple
databases like IEEE Xplore, SpringerLink,
ScienceDirect (Elsevier),

MDPI, Wiley Online Library, and ACM, the first
task is to remove duplicate records. Since the same
paper may appear in more than one source, duplicate
removal ensures that each study is only considered
once, preventing bias and redundancy in the review
process.

Step 5: Screen Titles and Abstracts

Next, the titles and abstracts of the remaining
articles are screened to determine their relevance to
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secure routing protocols and current security in
Wireless Sensor Networks. During this step, studies
that clearly do not match the

inclusion criteria—such as papers unrelated to
WSNs or not addressing security aspects—are
excluded. This helps narrow down the number of
papers for full-text review.

Step 6: Full-Text Assessment

In this step, the full text of the selected articles is
thoroughly reviewed to ensure they meet all the
criteria defined in the protocol. This involves
checking whether the studies focus on security
challenges, routing protocols, or mitigation
techniques in WSNs. Papers that do not provide
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sufficient technical detail, do not focus on WSNs, or
fall outside the review scope are excluded, with
reasons for exclusion documented to maintain
transparency.

C. Eligibility

Step 7: Select Studies

After the full-text review, the final list of eligible
studies on secure routing protocols and current
security in Wireless Sensor Networks is confirmed.
Only studies that meet all inclusion criteria are
selected, such as focusing on WSN security,
discussing routing protocols, and being published
between 2019 and 2025. The selection process is
documented clearly, often using a PRISMA flow
diagram to show how many papers were included or
excluded and why as shown in Figure 2.

D. Synthesis
Step 10: Data Synthesis and Analysis

In this step, the extracted data from the selected
studies on secure routing protocols and WSN
security are organized and analyzed. The studies are
grouped based on key themes such as types of
attacks, routing protocols used, or mitigation
techniques. A comparative analysis is conducted to
identify patterns, trends, and differences in how
various protocols address specific security threats in
WSNs.
Step 11: Assess Certainty of Evidence

Here, the overall quality and strength of the
evidence from the reviewed studies are evaluated.
Factors like the clarity of results, consistency across
studies, and how well the studies were conducted
are considered. This helps determine how reliable
the conclusions are and whether they can be
confidently used to guide future research or
practical implementation.

Step 12: Report Results

Finally, the review findings are presented, following
the structure of the PRISMA guidelines. This
includes summaries of the types of attacks found in
WSNss, the secure routing protocols identified, their
advantages and limitations, and potential areas of
application. The results also highlight gaps in the
current research and suggest directions for future
studies in WSN security.
1. Reporting and Interpretation

This section examines the answers to the research
questions identified in the analyzed papers. The
study examines attacks in wireless sensor networks
(WSNs) and the strategies employed to counteract
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these threats, as well as the current secure routing
protocols, highlighting their benefits, drawbacks,
and applicable domains. It also explores
technologies and methodologies that could shape
the future development of secure routing protocols
in WSNs. The research results are organized in
accordance with the study questions:

RQ 1: What are the main attacks in WSNs and
the strategies used to mitigate these attacks?

Wireless Sensor Networks (WSNs) are
vulnerable to various security attacks due to their
resource-constrained  nature, open  wireless
communication, and often unattended deployment
[19]. These attacks can be broadly categorized into
routing attacks, data integrity attacks, and physical
layer attacks. Each type of attack targets different
aspects of the network, and researchers have
developed numerous mitigation strategies to address
them [20], Some of the main attaches identified
include [20], [21], [22], and [23] :

Sybil attacks which pose a significant threat to
Wireless Sensor Networks by allowing a single
malicious node to present multiple fake identities to
other nodes in the network [24]. This undermines
the integrity of routing, voting, data aggregation,
and resource allocation processes, as the attacker
can appear to be multiple nodes at once. Such
manipulation can lead to false routing paths,
increased resource usage, and disruption of
consensus-based protocols. To mitigate Sybil
attacks, various strategies have been proposed. One
common approach is identity verification using
cryptographic authentication, where nodes are
required to present valid credentials that are difficult
to forge. Trust and reputation systems can also
detect abnormal behavior by monitoring node
interactions over time and isolating suspicious
identities. Additionally, radio resource testing
which checks whether claimed identities can
transmit on multiple channels simultaneously helps
identify fake nodes, as a single device typically
cannot handle concurrent transmissions. These
mitigation techniques, when combined, enhance the
resilience of WSNs against Sybil attacks while
maintaining lightweight operation suitable for
resource-constrained environments [25].

Another attack in WSNs is Sinkhole attacks.
They are a critical security threat in Wireless Sensor
Networks, where a compromised node falsely
advertises an optimal path to the base station,
attracting a significant portion of the network traffic
[26];. Once the traffic is rerouted through this
malicious node, it can selectively drop, alter, or
misroute packets, thereby disrupting data delivery
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and compromising the integrity of the network. This
type of attack exploits the trust-based and
energy-efficient nature of WSN routing protocols.
To mitigate sinkhole attacks, geographic routing
protocols can be employed, which use physical
location data to make routing decisions, thereby
reducing the reliance on potentially false route
metrics. Trust-based systems are also effective, as
they evaluate the behavior of nodes over time and
isolate those showing signs of malicious activity.
Anomaly detection mechanisms that monitor
routing patterns for irregular behavior, such as
sudden changes in traffic flow or unusually high
route requests, can help in the early identification of
sinkhole nodes. Additionally, employing multi-path
routing ensures that data is sent through multiple
routes, minimizing the impact if one path is
compromised. Together, these strategies help
maintain secure and reliable communication in
WSNs, even in the presence of malicious entities
[27].

Wormhole attacks are also one of the most
challenging threats in Wireless Sensor Networks,
where two or more colluding malicious nodes create
a low-latency link called a wormhole between
distant parts of the network [28]. This tunnel allows
them to replay packets and create the illusion that
nodes far apart are neighbors, thereby disrupting
routing paths and enabling further attacks like
sinkhole or selective forwarding. Wormbhole attacks
are particularly dangerous because they can be
launched without compromising any nodes or
breaking encryption [29]. To mitigate these attacks,
one effective strategy is the use of packet leashes,
which involve adding -either geographical or
temporal constraints to packets to limit their
transmission range or time. Geographic leashes use
the physical location of nodes to wverify the
legitimacy of packet paths, while temporal leashes
rely on strict time synchronization to ensure packets
are received within expected time windows.
Another approach is distance-bounding protocols,
which measure the time it takes for a message to
travel between nodes to estimate distance and detect
anomalies. Localization-based techniques and
multi-path routing also help by verifying the
plausibility of routing paths and reducing reliance
on any single node or link. These combined
strategies strengthen WSNs against wormhole
attacks while considering their inherent resource
constraints. [29]

Hello flood attacks are a type of network-layer

threat in Wireless Sensor Networks where an
attacker sends or replays HELLO packets with high
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transmission power to convince many nodes that it
is their neighbor. As a result, affected nodes may
attempt to route data through the attacker, leading to
dropped messages or disrupted communication.
This attack exploits the trust that nodes place in
HELLO messages used for neighbor discovery and
routing table setup [30]. To mitigate hello flood
attacks, bi-directional link verification is essential
nodes should only accept another node as a neighbor
if it can both receive and respond to its messages.
Signal strength assessment and location verification
can also help detect inconsistencies in transmission
power or node proximity. Additionally,
implementing authentication mechanisms ensures
that only trusted nodes can participate in the routing
setup. Some protocols also introduce time-based or
cryptographic checks to validate the legitimacy of
HELLO packets. These strategies collectively help
reduce the effectiveness of hello flood attacks while
preserving the lightweight operation necessary for
resource-constrained WSN environments [31].

Selective forwarding, also known as Greyhole
attacks, is a subtle and harmful security threat in
Wireless Sensor Networks where a compromised
node selectively drops some packets while
forwarding others [32]. Unlike blackhole attacks,
where all packets are discarded, greyhole attacks are
harder to detect because the malicious node appears
to behave normally most of the time. This attack can
disrupt data delivery and compromise the reliability
and integrity of the network, especially in
applications requiring consistent and complete data
transmission. According to [33], [34] to mitigate
selective forwarding attacks, watchdog mechanisms
are commonly used, where nodes monitor their
neighbors’, packet forwarding behavior and report
any discrepancies. Multi-path routing is another
effective strategy, ensuring data is sent through
multiple redundant paths, making it less likely that
all copies of a message will be dropped. Trust and
reputation systems can also help by evaluating node
behavior over time and isolating nodes with
suspicious activity. Additionally,
acknowledgment-based protocols and secure
routing schemes that verify end-to-end delivery can
enhance detection and resilience against such
attacks. These combined methods help maintain
robust communication even in the presence of
selective forwarding threats.

Replay attacks in Wireless Sensor Networks
occur when an adversary intercepts legitimate
messages and retransmits them at a later time to
confuse or disrupt normal network operations [32].
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This can lead to outdated or incorrect information
being processed, duplication of data, or
manipulation of routing paths. Since WSNs often
use simple protocols and have limited memory and
processing capabilities, they can be particularly
vulnerable to this type of attack. To mitigate replay
attacks, data freshness mechanisms such as
timestamps, sequence numbers, or nonces are
commonly employed [35]. These techniques ensure
that each packet is unique or recent, allowing the
receiving node to recognize and discard replayed
messages. Additionally, integrating lightweight
cryptographic techniques that include freshness
checks can help prevent attackers from injecting
previously captured data into the network. Periodic
key updates and session-based communications also
reduce the window of opportunity for successful
replays. These strategies enhance the network’s
resilience without placing excessive demands on
sensor node resources.

Node capture attacks represent a severe physical
threat to Wireless Sensor Networks, where an
attacker physically seizes a sensor node to extract

sensitive data such as cryptographic keys, routing
information, or stored messages [32] . Since WSNs
are often deployed in open or hostile environments,
they are particularly susceptible to this type of
attack. Once compromised, the attacker can clone
the node, inject false data, or use the obtained
credentials to launch further attacks like Sybil or
sinkhole attacks [36]. To mitigate node capture
attacks, deploying tamper-resistant hardware can
make it more difficult or costly for attackers to
access internal data. Dynamic key management
schemes, where keys are updated regularly or
generated per session, can limit the usefulness of
any extracted information. Additionally, intrusion
detection systems and trust-based frameworks can
monitor for unusual behavior that might indicate a
compromised node. Another strategy is to design the
network with limited node knowledge, so each
sensor is only aware of a small portion of the
network, reducing the damage if it is captured.
These countermeasures collectively improve the
overall security and robustness of WSNs against
physical compromise [37].

TABLE 2: COMPARATIVE TABLE OF WSN ATTACKS AND MITIGATION TECHNIQUES

Attack Type Impact on WSN Mitigation Strategies Effectiveness

Sybil Attack Identity spoofing, routing disruption Identity verification, trust management ll\gsie;rate (depends on trust
. . . . . N

Sinkhole Attack Traffic misrouting, data loss Geographic routing, anomaly detection, trust High (with trust

False route formation, network
Wormhole Attack

models

Packet leashes, distance bounding, multi-path
confusion routing

Signal strength verification, bi-directional

monitoring)

High (but costly in resources)

Hello Flood Attack False neighbor discovery check Moderate

Selective Forwarding Partial data loss, undetected Watchdog, multi-path routing, reputation High (with cooperative
Attack misbehavior systems detection)

Replay Attack False route/data re-injection Nonce, timestamp, freshness checking High

Node Capture Attack

Compromised node, key leakage ~ Tamper-resistant nodes, key renewal

Low to moderate (costly)

RQ 2: What secure routing protocols have
been developed for Wireless Sensor Networks,
and their respective strengths, weaknesses, and
areas of application?

Wireless Sensor Networks (WSNs) require
secure  routing protocols to ensure data
confidentiality, integrity, and availability in the face
of various attacks. Over the years, numerous secure
routing protocols have been proposed, each
designed with specific security goals and network
constraints in mind. Below is a discussion of some
widely  studied secure routing protocols,
highlighting their strengths, limitations, and typical
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application domains [38], [39], [40] and [41].
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TABLE 3: COMPARATIVE TABLE OF SECURE ROUTING PROTOCOLS IN WSNS

# Protocol / Focus Security Features Strengths Weaknesses Applications
1 SEARP — Secure Energy - EdADSA-based node - Strong cryptographic - Public-key cryptography Military & industrial WSNs
Aware Routing Protocol authentication authentication overhead requiring high-level security
[38] - Wormbhole attack - Wormhole resistance - Signature verification delays
prevention - Energy-efficient
- Secure cluster head
communication
2 Trust-GA Routing — - Trust evaluation to - Dynamic route - High computation for IoT-based sensor networks in

Trust-based with Adaptive avoid malicious nodes
Genetic Algorithm [41]

and maintenance

optimization
- Secure route discovery - Good trade-off
between energy & trust

constrained nodes
- Requires trust initialization

dynamic, hostile
environments

3 ITEERP — Improved - Node and path trust - Prolonged network - Overhead from regular trust Urban environmental WSNs,
Trust-based Energy monitoring lifetime updates smart agriculture, community
Efficient Routing Protocol - Reputation - Efficient detection of - Risk of trust poisoning IoT
[40] management compromised nodes

- Detection of
misbehaving nodes

4 Multi-tier Trust Routing - Trust management - Scalable trust model - Design complexity Large-scale IoT applications,
[42] framework - Robust against insider - Sink node bottleneck smart cities

- Link quality threats
estimation

- Blacklisting of

malicious nodes

5 Energy-Efficient Trust - Trust scoring - Adaptive, trust-driven - Computational load from WSNs in
Protocol using GA , [39] - Blackhole and routing genetic algorithm resource-constrained,

selective forwarding - Secure data delivery - Learning curve for trust attack-prone deployments
prevention values

- Secure path selection

6 ESR

Energy-Efficient Secure
Routing with Secret
Sharing [43]

Secret sharing,
encrypted cluster
communication

7 SeRINS

Secure Routing in Sensor
Networks [43]

Neighbor-based route

compromised nodes

8 TASR

Information-Aware Secure
Routing [44]

Trust thresholds,
forwarding
classification, isolation

Secure, energy-efficient, Communication/key-sharing
intrusion tolerant

Selective-forwarding
verification, isolation of resilience

Delivers under high
malicious load

Large-scale IoT WSNs
overhead

No encryption; colluding
vulnerability

Cooperative, cluster WSNs

Tuning thresholds, logic
overhead

Hostile/deception-prone
environments

RQ 3: What strategies may influence the future design
of secure routing protocols in WSNs?

From the study the future design of secure routing
protocols in Wireless Sensor Networks (WSNs) is expected
to be shaped by several evolving strategies and technologies
that address both security challenges and the limitations of

sensor nodes. As WSN applications grow in
complexity—from  smart  agriculture to critical
infrastructure—the need for robust, scalable, and

energy-efficient secure routing becomes even more pressing.
The study identified the following strategies which are likely
to influence future protocol design [45], [46], [47], [48], [49],
[50]

1. Integration of Lightweight Cryptography
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Future secure routing protocols will increasingly rely on
lightweight  cryptographic  algorithms  tailored for
resource-constrained environments. These cryptosystems
offer strong encryption and authentication with minimal
computational and energy overhead. Lightweight block
ciphers like PRESENT and LEA are expected to become
standard components in routing protocols to secure data
transmission without draining battery life [51].

2. Trust and Reputation-Based Systems

As insider threats and node compromise become more
prevalent, trust-based routing will play a vital role. These
systems dynamically assess the behavior of nodes based on
past interactions to evaluate trustworthiness. Trust models
help in isolating malicious nodes and promoting reliable
ones, thereby increasing network resilience [52].

3. Machine Learning and Anomaly Detection
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Machine learning (ML) techniques are being explored to
detect abnormal routing behavior in WSNs. Protocols that
incorporate ML models can analyze traffic patterns and node
behaviors to identify and respond to threats like selective
forwarding or Sybil attacks in real time. These intelligent
protocols will adapt to new types of attacks that may not be
detectable by static rules [53].

4. Blockchain and Distributed Ledger Technologies
(DLTs)

The decentralization and immutability of blockchain
technology can be leveraged to enhance trust and data
integrity in WSNs. Future secure routing protocols may use
lightweight blockchain systems to maintain secure routing
information and authenticate node identities in a distributed
and tamper-proof manner, thereby reducing the impact of
single points of failure [48].

5. Cross-Layer Security Approaches

Next-generation routing protocols will adopt cross-layer
security strategies that combine information from multiple
layers of the protocol stack (e.g., MAC, network, application
layers). This approach allows for more comprehensive threat
detection and mitigation, such as correlating energy
anomalies at the physical layer with routing misbehavior at
the network layer [49].

6. Energy-Aware Security Mechanisms

As energy efficiency remains a top priority, future
protocols will optimize the trade-off between security and
energy consumption. Techniques like adaptive security
levels—where higher security is applied only when a threat is
detected—will help prolong network life while maintaining
robust protection [50].

7. Mobility and Dynamic Topology Support

With the increasing use of WSNs in applications involving
mobility (e.g., healthcare, military), secure routing protocols
will need to be adaptive to frequent topology changes.
Protocols must ensure secure path discovery and
maintenance even in rapidly changing environments,
possibly using predictive routing mechanisms and
mobility-aware trust evaluation [54].

8. Quantum-Resistant Algorithms

Though still in early research stages, quantum-resistant
cryptographic methods may become essential for future
WSN security. These algorithms are designed to resist attacks
from quantum computers, providing long-term data
protection in mission-critical sensor networks [55].

IV. DISCUSSION

The study intends to evaluate current research on secure
routing methods in wireless sensor networks. PRISMA
systematic literature technique and suggestions were
employed in the study (2020. Data were collected from
original studies published in journal articles, conference
proceedings, and selected preprints between 2019 and 2025.
After applying our selection criteria, the study found 100
suitable publications. The study's discussions are
summarized as follows:
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RQI. The first research question was to identify the main
attacks in WSNs and the strategies used to mitigate these
attacks. The research revealed that there are numerous types
of attacks in wireless sensor networks. Some of the common
attacks include Sybil attacks, where a node illegitimately
claims multiple identities to disrupt routing; sinkhole attacks,
where a compromised node attracts traffic to drop or alter
packets; wormhole attacks, which create a shortcut in the
network to mislead routing decisions; and selective
forwarding (grey hole) attacks, where nodes drop packets
selectively to avoid detection. Other notable threats include
hello flood, replay, and node capture attacks. Also, the study
found that various strategies have been developed to mitigate
these attacks. These strategies include Authentication and
encryption, Trust and reputation systems, Geographic and
temporal packet leashes, redundant routing paths and
intrusion detection systems, and Tamper-resistant hardware
and secure key management as seen in Table 2 above.

RQ2. The study's second objective was aimed at
identifying secure routing protocols that have been developed
for Wireless Sensor Networks, and what are their respective
strengths, weaknesses, and areas of application. From the
study the research revealed that numerous types of secure
routing protocols in wireless sensor networks have been
developed over the years. Some of the identified secure
routing protocols are SEARP, ITEERP, ESR, SeRINS, and
IASR but they still have some limitations as seen in Table 3.
Each protocol addresses specific threats and network
configurations, and their adoption depends on factors such as
energy constraints, network scale, mobility, and required
security level.

RQ3. The study's third goal was accessing the strategies
may influence the future design of secure routing protocols in
WSNs. The research identified Several emerging strategies
that are expected to shape the design of future secure
protocols for WSNs. These strategies included lightweight
cryptography, trust-based and reputation systems, machine
learning and anomaly detection, blockchain and distributed
ledger technologies, Cross-Layer Security Approaches,
Energy-Aware Security Mechanisms, Mobility and Dynamic
Topology Support, and Quantum-Resistant Algorithms.
These strategies are aimed at developing secure routing
protocols that are resilient, adaptive, and sustainable, making
WSNs more reliable and secure in complex and hostile
environments.

V. CONCLUSION AND FUTURE WORKS

This review has explored the current trends and
developments in secure routing protocols for Wireless Sensor
Networks (WSNs). Many protocols have been proposed to
protect against threats such as blackhole, wormhole, Sybil,
and selective forwarding attacks. These solutions use
different techniques like cryptography, trust management,
and hybrid approaches. While they improve security, each
has its own limitations in terms of energy use, scalability, and
adaptability to changing environments.
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Recent trends show that researchers are moving toward
lightweight, energy-efficient, and intelligent protocols that
can adapt to dynamic network conditions. New technologies
such as machine learning, blockchain, and post-quantum
cryptography are beginning to shape the future of secure
routing in WSNs. These technologies offer potential for
stronger, more adaptive, and more autonomous routing
decisions in real-world applications.

In future work, researchers should focus on developing
protocols that are resistant to future quantum attacks, can
adapt to node mobility and topology changes, and support
real-time decision-making using Al. There is also a need for
standardized test environments to evaluate protocol
performance and security under common benchmarks. This
will help guide the development of practical, secure, and
efficient routing solutions for next-generation WSNs.
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